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The Internet of Everythin?:
Networked Connections of People, Process, Data, Things

PeOple Process
Connacting people Delivering the right
In more relevan, infomation o the right
valuable ways ' person (or maching) at
| ' the ight tme
Data Things
Tuming data into moto Physical devices and
useful information for objects connected to the
decISIon making Internet and each other for

ntofigent degision making
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Evolution of Internet of Things

Pre- Internet of

| Internet of

Internet CONTENT SERVICES

“HUMAN “MACHINE
TO “Www” “WEB 2.0” “SOCIAL 10
HUMANT MEDIA® MACHINE”
" Fixed & =l * E-productivity * Skype tacking,
mobile * Information * E-commerce - S .
telephony + Entertainment ... * YouTube rrictaringl o
* SMS * Twitter

* Semantically
structured and
shared data ...

U U U U v

+ Smart + Smart + Smart + Smart + Smart
networks IT platforms Phones & Devices, Data & ambient
& services 20 applications objects & tags context
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(4 1331 o 5— o131 ) S g lw Dl ng (sliwo
"~ Type  Category

Malware
Application-based Spyware
Privacy threats
Vulnerable applications

Phishing
Web-based Drive-by Downloads
Browser exploits
Network Network exploits
Wi-Fi sniffing
Physical Lost or stolen devices

https://www.lookout.com/resources/know-your-mobile/what-is-a-mobile-threat 29
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cyber-films/تهدیدات سایبری قرارگاه پدافند سایبری کشور_WMV V8.wmv

Motivations Behind Attacks
January 2016

B Cyber Crime
Hacktivism

¥ Cyber Espionage

B Cyber Warfare
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combined Cyber &
* Kinetic Aﬂackﬁ

Terrorist -
Cyber Attack

Terrorist
use of Internet

Cyber
Espionage

LEVEL OF DANGER

Organized
Crime -

Small

Individual " Cnmmals

Hackers

SPECTRUM OF THREATS
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Non-kinetic Information
Effects .‘ Assurance

Electronic Spectrum
Warfare Management

ISR
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High Power Microwaves (HPM). Coupling to Systems

S oy

Front?Doct’S‘oupllng Back-Door Coupling

* Through antennas, sensors etc. « Penetration through holes,

* For microwave receivers: HPM joints etc. lllustrat
frequency within receiving band. *Resonance atapprox. 1-3GHz.

* Protection: transient protectors, filters, * Protection: shielding, filtering. w FO

TOTALFO
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1. Social networks (Facebook, Twitter, Linkdin): To connect with

people and brands

2. Messenger Networks (Telegram, Viber, Line) :To send/receive
MMS

3. Media sharing networks (Instagram, Snapchat, YouTube)To

find and share photos, video, live video, and other media online.

4. Discussion forums (Reddit, Quora, Digg):To find, discuss, and

share news, information, and opinions.
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